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The mission of the Centre is
to increase the use and impact of
data in humanitarian response.
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Humanitarian Data

1.

Data about the
context of
the crisis

o Baseline and
preparedness
development data;

o Damage assessments;

o Geospatial data

2.

Data about the
people atfected
and their needs

o Daily caseload
figures during an
ebola outbreak;

o Profiling data for
IDPsin a
displacement
tracking matrix;

o Overall caseloads
recorded in
Humanitarian Needs
Overview

3.

Data about the
humanitarian
response

o Who is Doing What
Where (3W);

o Financial Tracking
Data such as that
collected by OCHA's
Financial Tracking

System (FTS)
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Find, share and use humanitarian data all in one place
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Data Grid

Showing what critical
data is available and
missing so that all of us
can be more focused
with data sharing and
outreach.

http://bit.ly/2X9iZig
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Data Grid

Showing what critical
data is available and
missing so that all of us
can be more focused
with data sharing and
outreach.
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COVID-19 CRISIS PAGE

COVID-19
Pandemic Data
on HDX

we have data on cases and
deaths from WHO and
Johns Hopkins University,
global travel restrictions
from WFP, global school
closures from UNESCO,
government measures
from ACAPS, baseline
health indicators from the
World Bank, and more.

COVID-19 Pandemic in Locations with a Humanitarian Response
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COVID-19
Pandemic Data
on HDX

FIND DATA

we have data on cases and The H uman Ita ria n ]Zﬂgég 2H5-3

deaths from WHO and

Johns Hopkins University, Data EXCha nge

global travel restrictions ADD DATA

Find, share and use humanitarian data all in one place

from WFP, global school

closures from UNESCO,

government measures Make your dataset available HDX Connect: let others request
from ACAPS, baseline on HDX your data

health indicators from the UPLOAD FILE ADD METADATA

World Bank, and more.
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Population
Density Maps

Facebook

7 MEMBERS | 115 FOLLOWERS | VISIT WEBSITE

Last updated on April 4, 2020

facebook

We are interested in hearing from people who have used these datasets to improve our products and better
understand the impact of this data. Please consider taking this two-minute survey. Facebook's Data for Good

These high-resolution
maps estimate not only
the number of people
living within 30-meter

program includes tools built from de-identified data on our platform, as well as tools that we develop ... More
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) ) Demographic Estimates
Datasets with Quick Charts [0]
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Connect) [0] A United States: High Resolution Population Density Maps +
satellite imagery and
census information.
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A COVID-19 CrowdTangle Live Displays
Facebook

10+ Downloads

Updsted April 1, 2020 | Dataset date: Apr 1, 2020

Thi= dataset updates: Az needed

unprecedentedly high resclutions. These maps aren’t built using Facebook
data and inztead rely on combining the power of machine vision Al with

satellite imagery and census information.
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To make it eazy to zee what content iz being shared on =ocial media about the

virus, weve built a set of CrowdTangle Live Dizplays and made them public =o

everyone can have access. Use them to keep track of zome of the biggest

content abowut coronavirus on Facebook and Instagram from local news outlets,

regional World Health Organization Pages, government agencies, ... More
- L
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= y : You can move and change the size of your selection pra— i —
R h. el Rohingya Refugees Response - Operational Ov — € = i) =
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Refugees
Response

Select the layer you want to swipe

mage Nov 2017 CXB Kutupalong

The Centre partnered
with ISCG to use the
Displacement Tracking
Matrix (DTM) for this
interactive dashboard.

https://g00.2l/gS59GN
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DATA STORY

Displaced in
South Sudan

This Data Fellows
Programme project DISPLACED IN SOUTH SUDAN

shows collaboration M 1

shows collaboration A journey of 1,000 kilometers
Sudan, OCHA policy and

communications, IOM,

and IDMC. | Conflict, hunger and disease forced nearly 700,000 people to flee South
Sudan to become refu@ees in neighbouring countries in 2017. More than
70 percent of those fled in the first half of 2017, when multiple military

http://bit.ly/2L p9J05 offensives‘occurred in Upper Nile, Unity, Jonglei, and the Greater
Equatoria region,

Since 2013, over 4.2 million people ~ about ofé inthree South Sudanese

SOUTH SUDAN = have been displaced within the country. More than 2.2 million people
are now refugees th countries across the region, including Uganda, Kenya;
Ethiopia, Sudanandthe Democratic Republic of Congo.

What-happens when people are forced to abandon their land, homes, jobs

and schools due to a civil war? Follow one family’s journey of 1,000

kilometers (over 600 miles) as they travel the length of South Sudan.in
Phato Credit: UNICEF/Phil Moore search of safety;
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DATAVIZ

Community
feedback to
inform Ebola

response in
DRC

Collaboration with IFRC
for accurate, rapid
qualitative analysis

Login details to be provided
https://ebola-feedback.ml/

Change language
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DATA POLICY

Guidance
notes
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THE CENTRE FOR HUMANITARIAN DATA

GUIDANCE NOTE SERIES
DATA RESPONSIBILITY IN HUMANITARIAN ACTION

NOTE #1: STATISTICAL DISCLOSURE CONTROL

KEY TAKEAWAYS:

« Statistical disclosure control (SDC) is a technique used to assess and lower the risk of 2 person
or organisation being re-identified from the analysis of microdata.

» In the humanitarian sector, microdata s data on the characteristics of a population that is
gathered through exercises such as household surveys, needs assessment or menitoring
activities.

» The purpase of applying disclosure control to humanitanan microdata is to be able to share the
data more widely in a responsible manner without harming affected people.

» An SOC process can lower the risk of re-identification to an acceptable level but the risk
threshold may vary depending on the context where the humanitarian response is happening.

« Yo start using SOC, organisations should invest in (1) finding the right tool, (2) settingup a
workflow, and (3) improving practice aover time through continuous learming.

WHAT IS HUMANITARIAN MICRODATA?

Data on the characterstics of units of a population (e.g. individuals, households or establishments)
collected by a census, survey or experiment is referred to in statistics as ‘microdata’ In humandtarian
response, this type of data is gathered through exercises such as 2 Multi-Sector Needs Assessment
(MSNA), household surveys, and other needs assessment or monitoning activities. Such data make
up an increasingly significant volume of data in the humanitarian sector, and are evermore critical

ta determining the needs and perspectives of people affected by crises * As such, it is essential that

humanitarian organisations understand how to assess and manage the sensitivity of this data in order to

ensure its full use and impact in different response contexts.

In its raw form, macrodata can contain both personal data and non-personal data on a range of topics,
including sensitive subjects such as exposure to gender-based viclence, infectious dseases, and
other issues that may be recorded in free text fielkds. Mast humanitarian organisations acknowledge
the sensitivity of personal data such as names, biometric data, or ID numbers and anonymise data
sets accordingly as a matter of tandard practice. However, it is often still possible to re-identify
individual respondents or organisations by combining answers to different questions, even after such
‘anonymisation” is applied.

* Scxvey Dwetggn st Rl et 3l Msttsodcohyry Setuita Sofhwoen mxt Starxtasts Mannsgerssre et Systmecn Scpport Diviatzay Do Saatee
Busssn oof Mo Carmis. Winstssygpeuss DC. Acges IO Secscn 344 g X
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AN TR & s N oy B el ssssmmraayl sveorteecd [TOR rvemsts
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THE CENTRE FOR HUMANITARIAN DATA

GUIDANCE NOTE SERIES
DATA RESPONSIBILITY IN HUMANITARIAN ACTION

NOTE #2: DATA INCIDENT MANAGEMENT

KEY TAKEAWAYS:

+ Hurmnanitarian data incidents are events imiodving the managerment of data that have caused
harm or have the potential to cause harm to crisis affected populations, organisations, and
ather individuals or groups.

+ Examples of humanitarian data incidents include physical breaches of infrastructure,
unauthorised disclosure of data, and the use of anonymised” beneficiary data for

non-hurmanitarian purposes, among others.

+ Adataincident has four aspects: a threat source, a threat event, a vulnerability and an adversa
impact.

+ There are five steps to responding to data incidents: notification, classification, treatment, and
closure of the incédent, as well as learning.

WHAT IS5 A DATA INCIDENT IN HUMANITARIAN RESPONSE?

In the humanitarian sector, data incidents are events invoelving the management of data that have caused
harm ar hawe the potential to cause harm to crisis affected populations, humanitarian organisations

and their operations, and ather individuals or groups. These events can exploit or exacerbate axisting
wulnerabilities ! In some cases, they may also create new vulnerabilities that can increase the risk of futume
data incidents.

Humanitarians have not had a common understanding of what comprises a data incident, nor is there

a minimum technical standard for how these incidents should be prevented and managed. How the
humanitarian sector develops tools and implements procedures for data incident management will play
asignificant role in the evolution of the ethical, human rights, technical, and professional standards of
humanitarian operations.

=1t aid actors digitize mone of thelr data and communications, they urgently need to
Increase their digital security efforts. Though some actors are deseloping promising
protective tools, ald arganksations overall might be well advised to listen to a quote

from IT-security circkes: “There are two types of organisations: those who have been

hackesd, and those who will be™

- Furhes) Disttee, T W Dhigitad Fearmn: Mitagarting Technology Rask in Humanitarian Contexts
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DATA POLICY

Guidance
notes
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THE CENTRE FOR HUMANITARIAN DATA

GUIDAMNCE NOTE SERIES
DATA RESPONSIBILITY IN HUMANITARIAN ACTION

NOTE #4: HUMANITARIAN DATA ETHICS

KEY TAKEAWAYS:

= Ethics is the study of what is morally right and wrong, or a set of beliefs about what is morally
right and wrong. Ethics helps provide the foundation for norms, can be used to interpret
established norms, and can be applied directly as guidance in situations for which norms, laws,
and regulations do not provide direction.

= Humanitarian ethics has developed as a principle-based ethics, grounded in the principles of
humanity, impartiality, neutrality and independence that have been developed to guide the
provision of humanitarian assistance and protection. Existing frameworks for humanitarian
ethics must be expanded to enable staff and organisations to navigate the unigue challenges
and opportunities of the digital age.

= Data ethics is the branch of ethics that studies and evaluates moral problems and offers
normative guidance related to data, algorithms, and corresponding practices. Commaon ethical
issues in data management include issues of fairmess, validity, bias, ossification, transparency
and explainability, anonymity, privacy, and ownership of data and insights.

= In addition, a range of other ethical issues may arise in data-related projects in the
humanitarian sector, including: potential harmfulness of humanitarian action, difficulties in
association, complicity and moral entrapment, duties of care towards humanitarian staff, and
the ‘cost-effectiveness conundrum®

= Humanitarian organisations can improve ethical deliberation and decision-making in
data-related work by: establishing clear codes of conduct for ethical data management;
suppaorting staff to identify, understand, and debate ethical issues using commeon tools; and
introducing ‘ethical audits’ as part of standard practice.

INTRODUCTION

Data responsibility entails the safe, ethical, and effective management of data.* This note facuses on the
ethical aspects of humanitarian data management, ranging from standard exercises such as field-level
data collection and processing to maore advanced applications of data science, such as predictive analytics.

This note aims to support humanitarian practitioners in effectively identifying, assessing, and addressing
ethical concerns that arise in data-related projects. It begins with an overview of humanitarian ethics
and data ethics, with a focus on the values that drive ethical decision-making in the two fields. 1t then
introduces some of the persistent ethical challenges that humanitarians may face in data management
work by exploring common ethical concerns related to humanitarian action and data management.
Finally, it provides recommendations for humanitarian organisations seeking to im prove ethical
deliberation regarding the use and impact of data in their operations.

' Workng Dratt OCHA Data Fespansihd ity Giocksines: htpe:fosmire: mmedata.ong wp-content ploacs 2000 O HA-DE-Gudeines woridng-
draft-0E S ndr
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THE CENTRE FOR HUMANITARIAN DATA

GUIDANCE NOTE SERIES
DATA RESPONSIBILITY IN HUMANITARIAN ACTION

NOTE #3: DATA RESPONSIBILITY IN
PUBLIC-PRIVATE PARTNERSHIPS

KEY TAKEAWAYS:

= Public-private partnerships (PPPs) in the humanitarian sector increasingly invalve the use of
information and communications technologies (ICTs) and data. The most commaon types of
PPPs in this domain involve financial contributions, provision of technology, in-kind technical
advisory support, joint technology development, and data sharing and collaboration.

= Data responsibility entails the safe, ethical, and effective management of data. This is often
overlooked or insufficiently reflected in the design of partnerships between humanitarian
organisations and the private sector.

= Existing framewoarks for collaboration with the private sector should be enhanced with
additional considerations and practical measures to uphold data responsibility in partnerships
focused on ICTs and data.

= Common challenges related to responsible data management in PPPs include reputational
risk, effectiveness of technology, data sensitivity and use, uncertainty about new data sources,
intellectual property, and dependency and deference.

= Five steps for improving data responsibility are to develop shared goals, conduct robust due
diligence, perform a risk-benefit assessment, structure partnerships through appropriate
agreements, and design technology responsibly.

PUBLIC-PRIVATE PARTMERSHIPS IN HUMANITARIAN ACTION

Humanitarian organisations regularly partner with the private sector initiatives that increasingly

relate directly or indirectly to information and communications technologies (ICTs)* and data. Such
public-private partnerships (PPPs)? offer humanitarians access to new areas of expertise and technologies
with the potential to improve the efficiency and speed of response. For the private sector, humanitarian
partnerships offer access to new markets and contribute toward corporate social responsibility objectives,
among other benefits.® Alongside these expected benefits, however, these partnerships present a range of
distinct risks related to data management.

¥ BT are defined by the Unfied Nations Development Program as “information-handling tools - a varied set ol goods, appbcations and senvices that
are wesd bo prochsce stores, prooess, distribube and swchange indormation.” Soumoe- NDE Indormadion Commmumicaiions: Techmology for
D vreloprmerd, avadlabde here- hitpoiwebunndpoorgevahafionidooomentsiessentials 5 pof
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FAQ on Data
Responsibility in the
COVI D_19 Response The members of the |IASC Sub-Group on Data Responsibility (co-led by the OCHA Centre for

Humanitanan Data, 10M, and UNHCR) have developed this FAQ to support organizations and
staff around the world working with data in the COVID-19 response. The ongoing response
presents a range of challenges and opportunities around the safe, ethical. and effective
management of data. This resource will be updated regularly as we receive additional gquestions
and feedback.

FAQ on Data Responsibility in the COVID-19 Response

The ongoing response presents a range of

challenges and opportunities around the safe, -
ethical, and effective management of data.
This resource will be updated regularly as we
receive additional questions and feedback.
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